/ P

Security Research and Advisory
http:/www.zanasi-alessandro.eu

and Social Media Intelligence
From crisis management to crime threat detection
Alessandro ZANASI (Zanasi & Partners)

alessandro.zanasi @ zanasi-alessandro.eu

Open Source Intelligence Dissemination Conference, Rome, 8t July 2015



Presentation synthesis

Zanasi & Partners. Security Research and Advisory 2 http://www.zanasi-alessandro.eu



Zanasi & Partners. Security Research and Advisory http://www.zanasi-alessandro.eu




... that Is

how to analyse

video, audio, exotic languages
to detect
current terrorist threats

to our well-being
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SOTERIA project
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SOTERIA project

e SOTERIA (Online and Mobile Communications for Emergencies)
IS a research project funded under the FP7 programme
(€4M EC contribution) running from 9/14 to 2/17.

* |[ts goal Is to develop software and recommendations for the
use of Information published on social media during
emergency situations.

e SOTERIA aims to improve:

*The use of all communications channels available, Including
Twitter, Facebook, YouTube..., for the benefit of citizens;

* The exploitation of mobile platforms to locate (and communicate
with) citizens in danger,

* The situational awareness of crisis management authorities, by
using techniques, such as text and video mining, applied to the
Information retrieved from social media.
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SOTERIA consortium
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SOTERIA consortium

» 18 partners from all over Europe, including end-
users, research centres, large Industrial
companies and innovative SMEs.

e Amongst the end-users: law enforcement
(GNR, NYPA) and emergency (AAHD, HUS,
PSPELA, ESC, POLAMK, PPSL) agencies.
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Zanasl & Partners
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Zanasl & Partners

Security Research and Advisory ESRIF

http:/www.zanasi-alessandro.eu

e Research and advisory company, specialised in security and
Intelligence.

e Active in Europe and ME (Saudi Arabia) NA (Algeria).

e Clients: national (Mol) and international (ESA, FRONTEX,
EUROPOL...EC DG ENT, HOME, JRC...) public institutions.

* Our professionals’ background:
* ESRAB/ESRIF members (European Commission Security Advisory Boards);

e Carabinieri officers (scientific investigations;, operations Iin Kosovo, Albania,
France);

e Academic  researchers (Paris/King’'s College London/Plymouth/Bologna
universities);

* IBM researchers (Paris and San Jose research centres);
* Masters and PhDs in Nuclear Engineering, Robotics and Security Studies.
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Zanasi & Partners’ mission

Zanasi & Partners’ mission is two-fold:

1.to develop cutting edge research In the context of national
security, to help strengthening internal/external security while
preserving citizens’ rights;

2. 10 provide advisory services to LEAS, government agencies
and private companies, helping them reaching their objectives.

Domains:

« Big Data analytics
« Border control

« CBRNE

* Risk management

Zanasi & Partners. Security Research and Advisory 11 http://www.zanasi-alessandro.eu



Zanasi & Partners’ focus in

 During an emergency, a huge volume of information is produced by
citizens and shared on the Internet through social media platforms

such as Twitter, YouTube, Facebook, etc.

 This information may prove extremely useful If made immediately
avallable to the organisations in charge of crisis management and
search & rescue efforts.

e SOTERIA creates a platform to automatically collect, analyse and
transmit this information to authorities by relying on both existing
(proprietary and open source) and new technologies specifically
developed during the project.

e Zanasl & Partner’s role iIn SOTERIA focuses on the

automatic analysis of information by means of
multi-language Text Mining.
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SOTERIA findings:
CrisSis management
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SOTERIA findings: crisis management
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Message: ALERT

Translated: ALERTER

Latitude: 438421 Longtude: 2.322 Radius: 0

User: Grimaud Date: 2408-23 230701

Platform: twitter Source:  TAT2

Message type:  alert »  Mime type:

Binary data:

Translate this tweet to Translate all tweets to French ] ’ Delete this tweet ]
Send all tweets to IPS eat root tweet in raw data l Clear queue ]

5) GENERATE
ALERTS
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SOTERIA findings:
crime threat detection
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SOTERIA

findings and experience allow us
to Improve

crime/terrorist threat detection
through communication analysis.
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Through automatic analysis of huge volume of text data...
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...multi-language content analysis...
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...and clustering of similar contents...
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...we can detect and extract info pertinent to threat.
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* Information extraction in multiple languages
 Entities and events in their REAL (politics/crime/terrorism) context
e Strategic foundations for additional insights
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Contacts

Alessandro ZANASI
Zanasl & Partners
E-maill: alessandro.zanasi@zanasi-alessandro.eu
Telephone: +39 349 4131718
Skype: alessandro.zanasi?
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